NHOOPMAINMOHHASA ITAMATKA
JJIAA OBYYAIOIUXCA

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJbHUKU OJHU U3 CaMbIX
aKTUBHBIX mojab30Barened PyHera. Mexay TeM, IIOMHMO OIPOMHOIO  KOJMYECTBA
BO3MOXHOCTEH, MHTEPHET HECeT U MpoOsieMbl. DTa MaMATKa JOJDKHA IOMOYb TeOe Oe30macHo
HAaxOJIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEILHOU
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTH K pa3MHOXEHHIO. B JomonHeHune K 3TOMy,
BUPYCbl MOIYT MOBpPEAMTh WM IIOJHOCTBIO YHUYTOXUTh Bce (ailibl M JaHHBIE,
MOJKOHTPOJIbHBIE TOJIB30BATEIN0, OT UIMEHU KOTOPOTo OblIa 3aIlylieHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEIUTh WIM J1a)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
1esioM. B O0oNbIIMHCTBE CilydaeB paclpoCTPaHSIOTCS BUPYCHI Yepe3 WHTEPHET.

MGTOZIBI 3aIlIUTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Ucnionb3yii COBpeMEHHbIE OIEPAaLMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HbIN YPOBEHb 3alUThI
OT BPEJOHOCHBIX IIPOTPaMM;

2. IlocrosHHO ycraHaBnMBail mnayTd (UM(pOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTAHABIMBAIOTCS C ILENbI0 JOpabOTKM NpOrpaMMbl) U JApyrue OOHOBJEHHS CBOEH
orepanmoHHol cucrembl. CkaunBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Ecnu
CYLIECTBYET PEKUM aBTOMATHUYECKOTO OOHOBIJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE MO TPaBaMu IMOJIb30BATENIsA, a HE aJMHHUACTPATOpa. DTO HE
TII0O3BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX IPOTrpaMM HHCTAJUIMPOBATHCA HAa TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE NPOTpaMMHBIE MPOIYKThl H3BECTHBIX INPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY IJISI IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEIIHHME HOCUTENM HHGPOpMalWu, Takue Kak duienika, AUCK Wiau dailn u3
MHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBbIOTEpHBIE (halIbl, TOyYEHHBIE U3 HEHA/IEKHBIX HUCTOYHHMKOB. [laxke Te
¢aiinbl, KOTOpbIE MPUCIa TBOW 3HaKOMBIH. Jlyulie yTouHHM y HEro, OTIpaBiisiil JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu mepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIbs OpeH I, mapka. Emte B 1991
rofly HHUJAEpiaHjAcKas KommaHus 3apeructpupoBaia Opena "WECA", uyro o6o3Havano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoanTCs Kak "OecrpoBoIHAasE TOYHOCTD'.

Jlo Hamero BpeMeHHM Jouuia Jpyras abOpeBuatypa, KOTopas SBISETCS TaKOW e TeXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJAPT BBICIIEH
3BykoBoi TexHuku Hi-Fi, uto B mepeBosie o3Ha4yaeT "BbICOKasi TOYHOCTH'.



Ja, OecrmiaTHBI WHTEPHET-AOCTYH B Kade, OTeNsIX W a’ponoprax SBISETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE KCIEePThl CUYUTAIOT, YTO 00IIen0CcTynHbIe Wi-
Fi cetn He ABIAIOTCS OE30MIACHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadoThHI B 001IeT0CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JuuHyr wHpOpManuio depe3 odmienoctynubie Wi-Fi cern. PabGoras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHue-TO HOMEpa;

2. Ucnons3yihi m OOHOBISH aHTUBUPYCHBIE NpOrpaMMbl W OpaHamayep. TeM camMbiM Thbl
o0e3omacuib ceds 0T 3aKaYKU BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi orxmroun gynkmuro "OOmmid goctym k (daiinam u nmpuHTepam'.
JanHas QyHKIMS 3aKphITa 110 YMOJYAHHIO, OJIHAKO HEKOTOPBIC IMOJIb30BATEIN aKTHBHPYIOT €€
JUTSE yA0OCTBA MCIIOIB30BAHMSI B paboTe MK yueoe;

4. He ucnons3yit myonnunsiii WI-FI 1151 nepepaun nMUHBIX JaHHBIX, HAIpUMEp JUIsl BBIXOJA B
COLIMAJIbHBIE CETH WJIM B DJIEKTPOHHYIO IIOUTY;

5. Wcnonp3yit Tonpko 3amuiieHHoe coeauaenne uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkioun ¢yHkiuio "Tlonkmouenue k Wi-Fi aBromatuuecku". He
JIOITyCKail aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

CounajnHble ceTH

ConuanbHble CETH aKTMBHO BXOST B HAIly XU3Hb, MHOTHE JIIOAU PAaOOTAIOT U KUBYT TaMm
MoCTOsIHHO, a B Facebook yke 3aperucTpupoBaH MHIITHAP/A YEJIOBEK, YTO SIBISIETCS OJHOMU
CeIbMON BCEX KHUTeNel IMmiuaHeThl. MHOTHE TMONb30BaTENd HE MOHUMAIOT, YTO HHGopMaIwus,
pPasMCIICHHAasA UMW B COLHMAJIBHBIX CCTAX, MOXKET OBITH HaﬁI[eHa M HCIIO0JIb30BaHAa KEM YyroaHo, B
TOM YHUCJIE HE 0053aTeTBHO ¢ OJIarUMHU HAMEPEHHSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMAJIbHBIX CCTAX:

1. Orpannub cnucok Jpy3eil. Y Teds B Ipy3bsSX HE JODKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBOIO YacTHYIO kM3Hb. He ykaspiBail mapoisu, TenedoHBbl, ajapeca, AaTy TBOEro
POXIEHUS U APYTYIO JINYHYIO HMH(OpMalKI0. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJMTENH IUIAHUPYETE MPOBECTU KAaHUKYJIbI;

3. Bammiai cBOIO pemyTaluio - JIep>KU €€ B YUCTOTE U 3ajaBail cebe BOMpOC: XOTed OBl ThHI,
yTOOBI JIpyrye TOJIb30BATEM BHJAEIH, YTO ThI 3arpyxaemb? [logymaii, mpexae deM dYTo-TO
OIMy0JINKOBATh, HATIMCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOpHIIb C JIIOJbMHU, KOTOPHIX HE 3HAClIb, HE MCIOIB3YyH CBOE peallbHOE UMS U
JIPYTYIO JTUYHYI0 HHPOPMAIIUH: UM, MECTO KUTEIHCTBA, MECTO YU€OBI U TIPOYEE;

5. U30eraii pasmemienusi Qotorpaduit B MHTepHere, rie Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOW MO>KHO OIPENEIUTHh TBOE MECTOIOJIOKEHHUE;



6. Ilpu perucrpanuu B COUMAIBHOH CETH HEOOXOJMMO HCIOJIB30BaTh CIIOKHBIC MapOJIH,
cocroAmIre u3 OyKB U IU(P U ¢ KOJIUIESCTBOM 3HAKOB HE MEHEeE §;

7. [y conpanbHON CETH, TIOYTHI U JPYTUX CAWTOB HEOOXOAWMO HCIIOJIB30BaTh Pa3HbIE MapOIIH.
Torna ecnu Te0s B3110MArOT, TO 3JI0YMBILIUIEHHUKH IOJy4YaT JOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

JIeKTPOHHbBIE IeHbI U

DJIeKTPOHHBIE JICHBIM - OTO OYEHb YJOOHBIA CIMOCOO TIUIaTeXeH, OJHAKO CYIIECTBYIOT
MOIICHHUKU, KOTOPbIE XOTAT MOJTYYUTh ITH JICHBIU.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIIMCh COBCEM HCAABHO M HWMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCrBax A0 CHUX IIOP HE IIPOIHMCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe onu q)YHKHPIOHI/Ip}/'I-OT H O HUX YK€ IIPOIHCAHO B 3aKOHEC, I'IC UX PAa3ACIIAOT Ha
HCCKOJIBKO BHJIOB - aHOHMMHBIC 1 HC aHOHHMMHBIC. PaBHI/IIIa B TOM, 4YTO aHOHHUMHBIC - 3TO TC, B
KOTOPBIX pa3p€liacTCda IIPOBOJUTL OIICpaAlIHUH oe3 I/I,Z[eHTI/I(I)I/IKaLII/II/I IIO0JIB30BaTCiIsl, a4 B
HCAaHOHHNMHBIX I/II[eHTI/I(bI/IKaIII/IH II0JIb30BATEIIS SABIISICTCS 00s3aTEIILHOM.

Taxoke cienyer pa3indarh IEKTPOHHbIE (PUATHBIE AEHBIU (PABHBI TOCYAAPCTBEHHBIM BAJIOTaM)
U JICKTPOHHBIE HE(UATHBIC ACHBI'H (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 10 OE30IACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsoku K cuery MOOWIBHBIA TenedoH. DTO camMblii yHOOHBII M OBICTPHIA crocob
BOCCTaHOBUTH JOCTYNI K cueTy. llpuBsi3aHHBIA TeneOH IMOMOXKET, eclii 3a0yJAellb CBOM
IJIATEKHBIN MMapOJIb WM 3aiEIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit ogHopa3oBsie mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOPHU3aIUIO TeOe yike
He OYyJIeT yrpoKaTh OMACHOCTh KPaXKu WJIM MepexBaTa IUIaTeKHOTO MapoJis;

3. BeiOepu cnoxublii nmaponb. IIpectynmHukam OyaeT HE NMPOCTO yrajiaTh CIOKHBIN IMapoJb.
HanexHble maponu - 3TO Mapoju, KOTOPbIE COAEP)KaT He MEHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTpPOYHbIE U TPONUCHBbIE OYKBbI, HU(MPHl U HECKOIBKO CHMBOJIOB, TaKHE€ KaK 3HAaK J0JJapa,
(dyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIIb.
DJIeKTPOHHAA MOYTA

DJIEKTpOHHAs MOYTa - 3TO TEXHOJOTHUS W MPEIOCTaBISIEMBIE €10 YCIYyTH MO MEPECHUIKE H
MOJTyYEHHUIO0 DJIEKTPOHHBIX COOOIIEHHH, KOTOpPBhIE paCHpeleNsioTcs B KOMIBIOTEPHOH CETH.
OO6bIuHO 3JIEKTPOHHBIN MMOYTOBBIN SITITUK BBITIISIIUT CIIETYFOIIIAM obpazoM:
UMs_TIONb30BaTeNA(@uUMs_oMeHa. Takke KpoMme Tepeadyd TMPOCTOro TeKCTa, HMeEeeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanbl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ ITECKTPOHHOU MTOYTOM:
1. Hamo BBIOpaTh NpaBWIIbHBIM IOYTOBBIA cepBUC. B HHTEepHETE ecTb OrpOMHBINA BBIOOP

OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIydlle JIOBEPATh TE€M, KOTO 3HACUIb M KTO NEPBHIN B
pEUTHUHTE;



2. He yxka3piBaii B JWMYHOM mMouTe JUYHYI0 wuHPopmamuio. Hampumep, myurne BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Wcnonp3yil AByX3TanHYl0 aBTOPU3ALMI0. DTO KOrJa NOMHMMO MapoJisi HY’KHO BBOJUTH KO[,
npuchUIaeMbii 1o SMS;

4. Beibepu Cl0KHBIN Tapodib. JJIs KaXKI0Tro MOYTOBOTO SIIIMKA JOKEH OBITh CBOM HAJEKHBIN,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTh HamucaTh CaMOMYy CBOM JIMYHBIM BOMNPOC, HCIOJB3YyH 3Ty
BO3MOKHOCTD;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhlii [UIsl yaCTHOW MEPENUCKH C aapecaTaMy,
KOTOPBIM ThI JOBEPACIIL. DTO IEKTPOHHBIN a[pec HE HAJ0 UCIIONb30BaTh IIPU PETUCTPALlMU Ha

dopymax u cairtax;

7. He oTkpeiBail (aitiiel ¥ ApyTrHe BIOKEHUS B MUChMAaX, JAXE €CIU OHU MPHILIA OT TBOUX
npysei. Jlydille yTouHH y HUX, OTHPABIISUIN JIU OHU TeOe 3T (aiiibl;

8. Ilocrme okoHYaHMsI pabOTHl HA MOYTOBOM CEPBUCE TEpE] 3aKPHITHEM BKJIAIKUA C CAUTOM HE
3a0ynb HaxaTh Ha "Beiiitu".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO
KubepOymmuHr - npecieoBaHUE COOOLICHUSMHU, COAEPIKAIIMMU OCKOpPOJIEHUS, arpeccuto,
3aIllyTrMBaHUC; XYJHUTaHCTBO, COLIMAJIBHOC 6OI7IKOTI/IpOBaHI/Ie C IMOMOLIBIO PA3JIMYHBIX MHTCPHCT-
CEpPBHUCOB.
OcHOBHBIE COBETHI 110 OOPBHOE ¢ KNOEPOYIITUHIOM:
1. He ©pocaiicst B 60oit. JIyummmii coco0: MocoBETOBaThCS Kak ce0si BECTH U, €CJIM HET TOTro, K
KOMY MOXXHO OOpaTuThCs, TO BHayajlle YCHOKOMTbcA. Ecium Thl HauHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1lie OOJIbIIe Pa30XiKellb KOH(IUKT;

2. Yopasinaii cBoeil kubeppemnyTaiuei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJUTaHCKUH oOpa3 BHpPTyalbHOM ku3HU. VIHTEpHET pukcupyeT Bce TBOU
JeMCTBUS M COXpaHAET UX. Y AaUTh UX OyJeT KpaiHe 3aTpyIHUTEIbHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJNY;

6. UrHopupyit eauHuuyHblii HeraTuB. OJHOPA30BblE OCKOPOHUTENBHBIE COOOIICHMS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOW CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B COLIMANBHBIX CETAX
€CTb BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPEICIIEHHBIX aAPECOB;

8. Ecnu Thl cBuzaerens kuOepOyimuHra. TBou NEHCTBHUS: BBICTYNUTH MPOTUB IPECIIEI0BaTENS,
IIOKa3aTb €My, 4YTO €ro JACHCTBUS OLIEHMBAKOTCA HEraTHMBHO, MOJIEPKATh >KEPTBY, KOTOPOU



HY>XHa IICUXOJOrndeCKas momMolIlb, COO6H_II/ITI> B3pPOCJIBIM O (baKTe arp€CCMBHOIO IMOBCACHUSA B
CCTH.

MoOuabHbIii TesieoH
CoBpeMeHHble cMapT(HOHBI U TUIAHIIETH COAEPKaT B ceOe BIIOJNIHE B3POCIHbIA (YHKIMOHAT, U
TeNepb OHM MOTYT KOHKYPUpPOBaThb CO CTalMOHApHbIMU KoMibroTepamu. OnHaKo, CpeicTB
3alUTHI U1l TOJOOHBIX YCTPOMCTB MOKa OYeHb Mayo. TecTMpoBaHWE U MOUCK YS3BHUMOCTEH B
HUX HIPOMCXOIUT HE Tak MHTeHcuBHO, kak ans [IK, To ke camoe kacaercss U MOOMJIBHBIX

IIPUIIOKEHUN.

CoBpeMeHHbIC MOOMIIbHBIE Opay3epbl yXKe MPaKTHYECKU JOTHAIN HACTOJIbHBIC aHAJIOTH, OJHAKO
pacmupenne (pyHKIMOHAIA BICUET 3a COOO0M OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3alUIIICHHOCTD.

I[aneKo HC BCC IMPOU3ZBOAUTCIIN BbIIYCKAIOT O6HOBJICHI/ISI, 3aKpPbIBAIOIIUC KPUTUYCCKHC
YA3BUMOCTHU IJIsL CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOMIIBHOTO Teﬂe(bOHaI

Huyero He sBisieTcss mo-HacTosmeMy OeCIUTaTHBIM. bByab OCTOpokeH, Beap Korma Tebe
npeiaraT OecrIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

Hywmaii, pexxae yem otnpaBuTh SMS, ¢oto mimu Buaeo. Tl TOUHO 3HACIIB, T/Ie€ OHU OyAyT B
KOHEYHOM UTOre?

Heo6xoaumMo 0OHOBIISATE ONIEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonb3yii aHTUBUPYCHBIC TPOTPAMMBI JIJIsI MOOUJIBHBIX TEJIC(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUSA OT HCU3BECTHOI'O HCTOYHHKA, BCAb OHH MOI'YyT COACPKATb
BPC€AOHOCHOC IPOTpaMMHOC O6CCHC‘ICHI/IC;

[Tocne Toro kak Tkl BBIACIIb C caiiTa, i€ BBOJWI JUYHYIO HHPOpPMAIHIO, 3aiii1 B HACTPONKHU
Opay3epa u ynanu cookies;

Ilepnonnuecku npoBepsii, KAKUe IUIATHBIE YCIIyTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBail cBoii HOMep MOOWIBHOrO Tese)OHA TOJIBKO JIIOJIAM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpsICIIb;

Bluetooth momxen ObITh BBIKIIOYEH, KOTJa Thl UM HE Moib3yemibcs. He 3a0biBait mHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BIeueHUs, 00bEINHSIONINE
COTHHU THICSAY YeJIOBEK MO BceMy MHpY. Urpoku uccieayroT AaHHbII UM MUp, OOLIAIOTCS JIPYT C
JPYrOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMHU U IOJIyYarOT OIBIT. 3@ yIOBOJICTBHE
OHM IIJIATST: MOKYHAOT IUCK, OTNIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAI0T KaKNUe-TO OMIIUH.



Bce atu cpenctBa uayT Ha mojjep)KaHUE W pa3BUTHE UTPHI, a TakKKe Ha caMmy O€30MacHOCTH:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMHU, BHITYCKAIOTCS HOBBIE MaTud (M(POBBIE 3aIIaTKH
JUISL IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Urpax CTOHUT OIIaCaTbCsd HEC CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpPaXU TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3allUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu npyro#t urpok Befet celsi II0X0 WM CO3[aeT Te0e HeMpUATHOCTH, 3a0J0KHPYH ero B
CITUCKE UTPOKOB;

2. Tloxanyiics agMHHHCTpaTOpaM HUIPhl Ha IUIOXOE€ IOBEIAEHHME 3TOrO UIPOKA, XKEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii 1uunyto nHGOpMaIuio B mpodaiiie urpsel;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeO(UITUAIBHBIC TATYH H MOJIBI;

6. Vcrionb3yit Cl0KHBIE U pa3HbIC MApOJI;

7. Jaxxe BO BpeMs UIpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [1oka Thl Urpaerib, TBOMH KOMIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WIK Kpaka JUIHBIX JaHHbIX

OOBIYHON KpaXkel JIeHeT W JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3IIOYMBIIIJICHHUKHA TEPEeMECTUIINCh B HMHTEPHET, U MPOJOJDKAIOT
3aHUMAaThCS " MIOOUMBIM" JIEJIOM.

Tak nosiBUIack HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TI1aBHAs LEJIb KOTOPOro
COCTOUT B TOJYYEeHHH KOH(QHUIACHIMATBHBIX JTaHHBIX MOJIb30BATENeH - JTOTHHOB W mapoiieii. Ha
aHriuiickoMm s3bike phishing unraercss kak ¢guummHr (ot fishing - peiOHas nosins, password -
MapoJib).

OcHOBHBIE COBETHI 110 OOPHOE € QUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecin Thl mOJ03peBaciiib, YTO TBOSI aHKETa ObUIA B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMMHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKopee;

2. I/ICHOHBSYﬁ Oe30IacHbIC BeG-caﬁTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;

3. I/ICHOHBSYﬁ CJIO)KHBIC M Ppa3HLBIC I1apOJiu. Takum O6p8.30M, eciau TeOs B3JIOMArOT, TO
3JIOYMBINIJICHHUKH ITOJIy4YaT JOCTYII TOJBKO K OTHOMY TBOEMY HpO(i)I/IJHO B C€TH, a HC KO BCEM;

4. Ecnu 1e0s B37IOMamM, TO HEOOXOAMMO MPEAYINpPEeNUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
nobaBiieHbl y TeOsl B Ipy3bsiX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO MMEHHU OyJeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CaliThI;



5. YcranoBu HanexHbI maposb (PIN) Ha MoOMIBbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpeiBail (paiinel U Apyrue BIOXKEHUS B MHUCbMaxX, Ja)XX€ €CIU OHU MPHUILIM OT TBOUX
npy3seid. Jlydiie yTo4HU y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiiibl.

Hudposas penyrauus

[MudpoBast pemnyTamust - 3TO HEraTUBHAs WM MO3UTHBHas uH(pOpManus B ceTH o Tebe.
Komnpomerupyromas: nHbopmanus, pa3MelIeHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOW xku3HU. "lludpoBas pemyranus" - 3TO TBOH MUMHIK, KOTOPBIN
dopmupyercs u3 nHopMaIK 0 Tebe B UHTEPHETE.

TBoe MeCTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE ATO HAKAIUIMBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K MYyOJWKalUu JUYHOW WH(POpMAIUU B
HuTepHeTe, HE MOHUMAasi BO3MOXKHBIX ITOCIEACTBUM. ThI axe HE CMOXKEIIb JOrafaTrbCs O TOM,
9to oTorpadusi, pazMelIeHHas 5 IeT Ha3zaj, cTajla IPUINHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmerieHue TBoux Gororpadguii u Apyrue JHCTBUS MOTYT HE UCUE3HYTH JIaXKe
MocJie TOro, Kak Thl UX YJaNuIlb. Thl HE 3HACIb, KTO COXpaHWI 3Ty MH(OPMALIKIO, Momaa Jiu
OHa B IIOMCKOBBIE CHCTEMbl M COXpAaHWJIACh JM OHA, a TIJAaBHOE: YTO MOAYMalwT O Tede
OKPYXAaroIIKe JII0JIM, KOTOPhIe HAWIYT M yBUAAT 3T0. Hailtu uHpOpMAIMIO MHOTO JIET CITyCTS
CMOXET JIF0OOM - Kak M3 JAOOPBIX MOOYXICHUH, TaK U C HAMEPEHHUEM MNPUYMHUTH BPEA. ITO
MOJKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3alIUTE UPPOBOIN permyTaIiu:

1. Tlomymait, mpexkie ueM 4To-TO IMyOJIMKOBATh U TMepeiaBaTh y ceOs B OJ10re Wiu B COLMATIbHON
CeTH;

2. B Hactpoiikax mpo¢uis YCTaHOBM OTpaHWYEHHs Ha MPOCMOTP TBOEro Mpoduias u ero
COJIEP’)KUMOT0, ClIeNIall €ro TOJIbKO "uist Ipy3en'’;

3. He pa3memniaii u He ykaspiBail MHGOpPMAIMIO, KOTOPask MOXKET KOTO-THOO0 OCKOPOJATH WU
00MXKaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbBIEC IIKOJbHUKU - aKTUBHBIE IMOJh30BaTEIN HUQPPOBOTO mpocTpancTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIH30BaHWE MHOTHMHU BO3MOXKHOCTSMHU HU(GPOBOTO MUpa Tpedyer
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTyIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTeNIEKTyajdbHas COOCTBEHHOCTH' OTHOCUTCS K  Ppa3IMYHBIM  TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETEHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTD
Ha TMPOXYKThl M YCIyrd, W 3aKaHyuBas KHUTaMu, QororpagusimMu, KUHOQWIBMAMH U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IpaBa - 3TO NpaBa Ha UHTEIIEKTYyallbHYyI0 COOCTBEHHOCTh Ha MPOU3BE/ICHUS HAYKH,
JUTEPAaTypbl U HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE T'apaHTUU TOIO, YTO



UHTEJUIEKTYalIbHBIN/TBOPUECKUI TPpyA aBTOpa He OyJIeT HalpacHbIM, JacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPy[a, MOJYYUTh U3BECTHOCTh U MPU3HAHHE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTh €r0 MPOU3BENICHHE, PACIIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCTIOJIHATD, I0KA3bIBaTh/UCIOIHATH B 3(Hpe UK pazmeliaTts B IHTepHeTe.

Hcnonp3oBanue '"mMupaTckoro" MpOrpaMMHOIO OOECHEYCHUS MOXET IPUBECTH K MHOTHUM
pUCKaM: OT TMOTEPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKM TBOETO YCTPOWCTBA, T
yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajibHbIe
1 OecIIaTHBIE TPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.



